In this article, a verification methodology for mixed-signal circuits is presented that can easily be integrated into industrial design flows. The proposed verification methodology is based on formal verification methods. A VHDL behavioral description of a mixed-signal circuit is transformed into a discrete model and then verified using well-established tools from formal digital verification. Using the presented methodology, a much higher coverage of the functionality of a mixed-signal circuit can be achieved than with simulation based verification methods. The approach has already been successfully applied to industrial mixed-signal circuits.
Introduction
In today's circuit designs, the integration of analog parts on system-on-chips (SoCs) and ASICs is common practice. Usually in such designs the analog and mixed-signal parts comprise a comparatively small fraction of the overall chip functionality. In contrast, a large part of the development time of SoCs is spent on the analog and mixed-signal parts. This is due to the fact that the degree of automation of the synthesis of analog and mixed-signal circuits is much lower than it is the case for digital circuits and that there are many more different aspects that need to be verified for analog circuits compared to digital ones. Moreover, the function of analog circuits is defined over continuous-valued quantities and the mathematical formalisms needed to represent the circuit's behavior are much more complex and difficult to analyze than the discrete formalisms, e.g. boolean algebra used for digital circuits.
The design and verification of mixed-signal circuits can be divided into tasks to be performed on two main different levels of abstraction. First, the analog components must be designed such that they comply with some electrical parameters like the specified input-output behavior (e.g. amplification), maximum power consumption, frequency characteristics, or the signal-to-noise ratio. Second, and the verification on this level of abstraction is the focus of this article, the interconnection of the analog and the digital parts must implement the specified overall functionality. For the design and verification of the interconnection, the analog circuits are described on a more abstract level by specifying the main characteristics of their input-output behavior.
There are different kinds of mixed-signal circuits that require different verification methods to check them. Circuits like closed-loop controllers are characterized by the fact that the behavior of the circuit typically depends significantly on the state of the analog part, i.e. on the charge on the capacitances and the magnetic flux through the inductances. For such circuits the dynamic behavior is important and thus comprises a crucial part of their specification. The verification of this kind of mixed-signal circuits ('dynamic circuits') is beyond the scope of this work.
In contrast, there are analog and mixed-signal circuits whose characteristic time constants are very small with respect to the period of the clock cycle of their surrounding digital circuitry. That is, with respect to the interconnection of the analog and/or mixed-signal part with the digital part, the steady state solutions are of main importance. On the level of abstraction considered here the behavior of such circuits can sufficiently be represented with the help of steady state behavioral descriptions. The article is focused on this class of mixed-signal circuits that we will refer to as 'steady state' circuits from now on. Examples for steady state mixed-signal circuits are certain kinds of analog to digital converters (ADCs) and digital to analog converters (DACs) as for example flash and successive approximation register (SAR) ADCs, binary weighted DACs, as well as digitally controlled amplifiers and analog switches.
This article is based on an approach to apply formal verification techniques known from the verification of digital designs for the verification of steady state behavioral descriptions of mixed-signal circuits. In contrast to simulation, formal verification techniques allow for the full functional coverage of digital blocks. This is achieved by the application of automated mathematical proof techniques. Since these formal verification techniques are originally tailored for discrete systems they cannot be applied directly to continuous systems like mixed-signal circuits. We propose the quantization of the continuous-valued quantities that are used to represent the behavior of the analog parts to get a discrete-valued behavioral model of a mixed-signal design. The resulting discrete-time, discrete-valued model can then be verified using a state-of-theart formal verification tool to prove its correctness. Our work is not focused on the presentation of an optimal hand-made modeling and verification methodology. Instead, we provide a way that can be integrated in existing design flows and that permits the use of well-established commercial tools.
Basically, there are two different methods in the area of formal verification, equivalence checking and property checking. 1 With the help of equivalence checking, the implementation of a circuit is compared with a reference representation that is typically described at a higher level of abstraction. Property checking, the topic of this article, is used to check whether a behavioral model fulfills certain formal properties. These properties describe different aspects of the behavior specified for the circuit in a temporal logic. 2 Both, property checking and equivalence checking, complement one another. Property checking is typically used to verify an abstract model of the circuit against specified properties, while equivalence checking is used to verify, that the refinements and optimizations that were made starting from the abstract model did not introduce any errors.
The article is structured as follows. In Section 2 other articles that have distributed to the area of formal analog and mixed-signal verification are reviewed. Section 3 gives a formalized look on a typical industrial design flow and shows how the verification methodology of this article fits into such a design flow. In Section 4 the derivation of the discrete model is described. Section 5 explains how properties of a mixed-signal circuit can be expressed in a formal property language. The example in Section 6 shows the application of the whole verification methodology. Section 7 concludes the article.
State of the art
In [1, 2] it is proposed to derive a symbolic model of the analog parts of a mixed-signal circuit. This symbolic model describes the analog steady state behavior. In this symbolic model, analog voltages are represented by bit-vectors of finite length. The behavior of the analog parts is described at bit-level for one quantization parameter. A change of the quantization parameter requires a manual change of the model. The difference between the behavior of the symbolic model and the behavior of the circuit (quantization error) is not regarded in these papers. Additionally it is not mentioned how arithmetic overflows that might occur due to the usage of a discretized model can be handled during verification. The specified behavior of the mixed-signal circuit is described by another model that has to be generated manually. The verification is then carried out by performing an equivalence check that compares this model with the symbolic model. These behavioral models are compared using BDDs [3] . The complexity of the circuits that can be verified using this flow is rather limited. Moreover, the manual derivation of the symbolic models at bit-level and the representation of the specification by complete models limits the usability of this approach significantly.
Qualitative modeling [4, 5] is based on differential algebraic equations (DAEs) that describe the behavior of analog circuits.
The real numbers that represent the currents and voltages are abstracted using the three-element set {0, +, −}, whereas any real number is reduced to its representation by the corresponding sign in the resulting model. The algebraic operations are mapped to this set. By using this abstraction, one limits the properties that can be verified concerning analog values to the sign. Therefore, even the validity of rather simple properties of steady state mixed-signal circuits like the values of amplification factors cannot be proven.
In the following paragraphs, several papers dealing with the verification of dynamic mixed-signal circuits are reviewed. Typically, steady state mixed-signal circuits have a lot of digital inputs that control different modes of the circuit. In order 1 Traditionally, "property checking" was called "model checking" -a term that origins from the theory of temporal and modal logic.
2 If a set of properties completely describes the behavior of a circuit there is no formal difference between equivalence and property checking since the complete property set can be considered as an abstract model. However, the convention is to use "property checking" when temporal logics are involved.
to cope with the great number of today's mixed-signal circuit's digital inputs, these inputs must be treated symbolically to be able to verify circuits of reasonable sizes. However, the verification techniques tailored to dynamic mixed-signal circuits are not able to deal with the digital inputs symbolically. Hence, these techniques are not suitable for the verification of the class of steady state circuits considered in this article.
In [6] an approach for the verification of linear analog circuits is presented. In this approach, the transfer function is determined by the state equations. Assuming an upper bound for the frequencies, the transfer function is transformed using z-transform into a time-discrete domain. The currents and voltages are quantized and represented by bit-vectors such that the behavior can be represented with the help of a finite Mealy-automaton using BDDs. The proposed method carries out an equivalence check, so that the specified behavior must be described by a complete model like in [1, 2] . It is mentioned that arithmetic overflows might occur, but overflows are not treated or recognized in this approach, so that a value at the output of the model may be the result of an arithmetic overflow. Since this approach supports analog circuits only, it cannot be applied to the verification of mixed-signal circuits.
Simple mixed-signal circuits can be represented by hybrid automata [7, 8, 25, 27] . The verification of a circuit design is done by performing a reachability analysis over the state-space of the corresponding hybrid automaton. Even under strong restrictions, such as piecewise constant derivatives of the variables, the reachability problem remains undecidable for this class of automata, for the state-space is infinite in general [9, 26] . Recent approaches to the verification of hybrid automata utilize different techniques to approximate the reachable state sets. Standard model checking algorithms are then applied to these finite-state approximations [10, 11] . The approach proposed in [12] suggests to perform a reachability analysis on a certain class of hybrid systems that can be represented as mixed logical dynamical or piecewise affine systems to get a piecewise linear approximation of the exact solution. Drawbacks of these approaches are that they introduce an approximation error, are not sound [11] or their performance strongly depends on the shape of the reachable sets of states [12] .
Other approaches to the verification of hybrid systems lead to tools like CheckMate [13, 14] and PHAVer [15] . The CheckMate tool generates polyhedral flowpipe approximations to approximate the reachable state sets of systems belonging to the class of hybrid systems called threshold event-driven hybrid systems. The verification is carried out based on such finite state approximations called quotient transition systems. If the verification returns a negative result, the verification of the original system is inconclusive and the user has to decide whether to refine the approximation and re-run the verification or to accept the result. A positive verification result also holds for the original system. Recently, there has been work on adding a counter-example guided refinement procedure to the tool. CheckMate relies on numerical DAE solvers and thus is not numerically exact. It follows, that the generated over-approximations are not formally sound. PHAVer implements the verification of safety properties for a decidable subclass of hybrid automata called initialized rectangular hybrid automata. A flowpipe approximation of the reachable state set of such an automaton representing a linear system is generated and then used to reason about the system. The reachability analysis performed by PHAVer is not guaranteed to terminate as termination is not guaranteed for the class of linear hybrid automata.
Based on [11] , the authors of [16] propose an approach to the verification of non-linear analog circuits. The statespace of an analog circuit that is given by the circuit's inputs and independent state-variables is restricted to a finite region that is approximated by hyperboxes. Discrete state-transitions of randomly chosen representatives of discrete states are determined by over-approximating the solutions of algebro-differential equations. Additionally these transitions are annotated with timing information so that timing constraints can also be verified. Due to complexity issues the presented approach is only applicable for comparatively small analog circuits. The verification of mixed-signal circuits is not considered.
Verification methodology

Verification in industrial design flows
Usually, the starting point of the design of a mixed-signal circuit is an informal specification in human language (cf. Fig. 1) . Starting from such a specification, a mixed-signal circuit is developed by passing through several refinement and optimization steps.
Today it is common practice to verify a mixed-signal circuit against its specification using an analog and mixed-signal (AMS) simulator (cf. Fig. 1(a) ). For the simulation based verification of a design, a testbench is needed for the application of the simulation stimuli to the circuit. Both, the testbench and the simulation stimuli have to be provided manually. However, due to the high simulation times at this detailed level of abstraction the functional coverage that can be achieved using AMS simulation is very limited.
In order to weaken this problem a behavioral description written in VHDL [17] is derived from the AMS description. Such a VHDL behavioral description represents the steady state behavior of the mixed-signal circuit as all assignments in this kind of behavioral description are modeled without specifying delay times. Dynamic behavior and device tolerances of the analog parts are not contained in this description.
The first step towards the generation of a VHDL behavioral description consists of the removal of any timing information in the digital parts and the removal of the function of the analog parts from the circuit description i.e. empty VHDL architectures are created for the analog entities. This first step can be automated. In a second step, the behavior of the analog parts is modeled manually. In the resulting models of the analog parts each electrical quantity like voltages, currents, and resistances is represented by a corresponding VHDL type. These VHDL types are mapped to real numbers i.e. they are defined as subtypes of the VHDL type real. It follows, that a VHDL behavioral description derived this way only uses variables and signals of the type real and the usual arithmetic operations on them in addition to the synthesizable subset of VHDL [18] . Since there is no notion of time in this model, a VHDL behavioral description abstracts from the dynamic analog behavior to its steady state behavior with respect to the clock cycle of the digital part of the mixed-signal circuit. An example of such a VHDL behavioral description of a mixed-signal circuit is given in Section 6, Listing 2. In the following, it is assumed that in the VHDL behavioral descriptions the units at the left and the right hand side of comparison operations and assignments are equal. For instance, it is not possible to assign the product of two voltages to a signal that represents another voltage. Moreover, the functions over the analog quantities must be correctly typed w.r.t. the electric laws. Since the VHDL behavioral description is derived from an AMS description, these assumptions are typically fulfilled.
The derived VHDL behavioral description can be verified using a VHDL simulator (cf. Fig. 1(b) ). In comparison to the simulation of the mixed-signal circuit by an AMS simulator, the simulation time for the more abstract VHDL behavioral description is much shorter. Moreover, the VHDL behavioral description can be checked together with other surrounding digital parts using a single simulator. However, the simulation time is still high so that due to the complexity of today's circuit designs a reasonable functional coverage cannot be achieved in practice.
Semi-formal verification
Another approach to hardware verification is the application of formal verification methods [19] . With the help of formal verification methods a complete coverage of a circuit's functionality can be achieved [20] . For digital circuits, commercial formal verification tools are already available. However, for analog and mixed-signal circuits the algorithms are still in the research stage. Often, the application of these algorithms requires a considerable amount of manual effort. In this article, we propose a verification methodology that can be highly automated and opens a way for currently available commercial tools to mixed-signal verification. Fig. 2 shows how our verification methodology is integrated in the design flow described in Section 3.1. Based on the VHDL behavioral description of a mixed-signal circuit another, more abstract model is derived. This model is a discrete- valued representation of the behavior of a mixed-signal circuit and, in what follows, is referred to as 'discrete model'. Instead of the real numbers used in the VHDL behavioral description, integer values of a finite interval are used to describe electrical quantities and parameters in the discrete model. Since only a finite number of integers is used for the description of the analog behavior, the resulting discrete model can be represented by a finite Mealy-automaton.
Due to the restriction to the usage of integers to represent analog behavior, the discrete model only represents the pointwise sampled behavior of the VHDL behavioral description (cf. Fig. 3) . Therefore, the presented verification methodology has to be characterized as semi-formal despite the application of formal verification methods.
As the discrete model can be completely described with the help of the synthesizable subset of VHDL, property checking techniques known from digital designs can be applied for its verification. For our experiments related to this article CVE gateprop of Infineon Technologies AG 3 [20, 21] is used. CVE gateprop translates the property and the model into a formula of propositional logic and checks the satisfiability of the formula using a high performance SAT solver. 4 The usage of CVE gateprop is by no means mandatory. In principle, any other property checking tool can be used with the proposed verification methodology as well.
Discrete modeling
Quantization
The description of the steady state behavior of mixed-signal circuits using VHDL is already common practice in the industry. These VHDL behavioral descriptions are used to speed-up simulation times for the simulation based verification of mixed-signal circuits (cf. Fig. 1(b) ). To apply the semi-formal verification methodology described in Section 3.2, the only additional task that has to be performed is the derivation of the discrete model from the VHDL behavioral description. The difference between the VHDL behavioral description and the discrete model is the way the electrical quantities and parameters are represented. In the VHDL behavioral description real numbers are used; in the discrete model solely integer values of finite intervals can be used. Otherwise, the circuit's behavior could not be represented by a finite Mealy-automaton, so that a crucial requirement for the application of SAT-or BDD-based formal verification methods [19] would be violated.
For mixed-signal circuits it turns out to be advantageous if the real-valued analog domain of the VHDL behavioral description is sampled point-wise, i.e. the discrete model represents the behavior for a finite number of voltages and currents at the circuit's inputs only (cf. Fig. 3 ). The distance between two adjacent sampling points is always the same in the whole model and its reciprocal is called resolution r. The domain of the electrical quantities and parameters in the discrete model is a finite interval D = [q min , q max ] ⊆ Z of the integers. The following relation between a value x q denoting, for instance, a voltage, in the discrete model and a value x r in the VHDL behavioral description is assumed: = 0.7 V. In the discrete model all values of the VHDL behavioral description that are contained in
Hence, the discrete model is a quantized representation of the VHDL behavioral description with D and r being are the parameters used for the quantization. In general, the reasonable (with respect to the accuracy of the model and the resulting complexity of the verification task) domains and resolutions of the different electrical quantities and parameters diverge a lot. Therefore, each quantity is quantized independently. Since all signals and variables of the VHDL behavioral description that represent the same quantity (e.g. voltage) are of the same type they are quantized with the same quantization parameters. In some cases the discrete model could be optimized w.r.t. the accuracy and complexity of the verification if some signals representing, for example, voltages would use different quantization parameters than other signals. However, such discrete models cannot be derived automated and tuning the quantization of the different signals requires a considerable manual effort. Therefore, uniform quantization parameters for all signals and variables belonging to the same electrical quantity are assumed in this article.
For 
Quantization error
Assuming that the quantized values are transformed back by (1) into the domain of real numbers and no arithmetic overflow occurs in the discrete model, the values of the voltages and currents at the outputs of the discrete model are equal to the values of the VHDL behavioral description if:
• the quantization parameters r e and D e are chosen in such a way that all real-valued constants of the VHDL behavioral description, which represent electrical quantities and parameters, are contained in E e and
• if {+, −, * } occur exclusively in the VHDL behavioral description as arithmetical operations.
However, these assumptions do not hold in general. If a division operation is used, as it is for example the case in the behavioral descriptions of voltage dividers, the result of the division must be rounded in order to map it to the corresponding value of the discrete domain. For certain valuesV 0 at the inputs this rounding results in a deviation ∆ out (V 0 ) between the values at the corresponding output out of the VHDL behavioral description and the discrete model (cf. Fig. 4) . Such a deviation also occurs if there are constant values in the VHDL behavioral description that are not elements of E e . During the quantization of these constants a rounding is unavoidable. The quantization error ∆ out of the output out is defined as the maximum deviation denoted by ∆ out = maxV 0 (∆ out (V 0 )) and the quantization error ∆ of the whole discrete model is defined by ∆ = max out (∆ out ), i.e. the maximum quantization error of the outputs.
In principle, the quantization error can be computed by comparing the values at the output of the VHDL behavioral description and the discrete model for each value that can be applied to the inputs of the discrete model. However, this enumeration is not feasible for real life designs and there is still no way to compute the quantization error precisely and efficiently. A conservative approximation can be computed by using affine arithmetic [23] .
Choosing the quantization parameters
When choosing the value for the resolution r e , there is a trade-off between the accuracy of the resulting discrete model and the expected computation time and memory consumption for the subsequent formal verification. On the one hand, the better the resolution, the more accurate is the resulting discrete model. On the other hand, the better the resolution r e of the model, the greater has to be the domain D e in order to cover the relevant interval of the real numbers. The greater the domain D e , the more complex is the resulting model and thus the higher is the expected effort in formal verification.
A precise computation of the domains D e requires a careful analysis of the VHDL behavioral description regarding the admissible ranges of the voltages and currents at the inputs and the parameter values of the devices contained in the model. The choice of the domain has to ensure that all constants used in the VHDL behavioral description as well as all values allowed at the inputs can be represented. Determining D e and r e is a non-trivial task. The specification of the mixed-signal circuit as well as information from the designers can give hints about how to choose r e . Also, as a rule of thumb, all distinguishable constants in the VHDL behavioral description should be distinguishable in the derived discrete model.
If the circuit is complex enough, the range of values of each quantity that needs to be covered in the discrete model cannot be manually computed with a reasonable effort and there is no algorithm that can compute this for non-trivial mixed-signal circuits. Therefore, we propose an iterative approach. At first, an initial approximation of the domain is chosen according to the information from the specification and the designers. However, if the domain D e is chosen too small or the resolution r e is chosen too high, the result of some arithmetic operation is not covered by the domain D e , i.e. an overflow occurs. On the contrary, if the resolution is chosen too low, the model is too inaccurate and some properties cannot been proven even for a correct circuit. In both cases, the generation of the discrete model and the verification has to be re-run with new quantization parameters.
Recognizing overflows
It is very important to recognize any occurring overflow in the discrete model during verification because overflows might lead to false verification results.
There are two ways to recognize the occurrence of an overflow during property checking:
(1) A VHDL assertion fails.
The values at all affected outputs indicate it.
The first method is a general solution and easy to implement. However, our experience shows that debugging becomes a lot easier in the context of formal verification if the second method is used additionally.
To implement the propagation of the information about arithmetic overflows, the set D e with D e = D e ∪ { inv e } and inv e ∈ D e is used in the discrete model instead of D e . In D e , inv e represents an invalid value. All arithmetic operations that return a quantized value are defined in such a way that the result is inv e if an overflow occurred, a division by zero occurred, or one of the operands is equal to inv e . This definition ensures the propagation of the information about an overflow to one of the analog outputs (cf. Fig. 5 ).
However, this method does not work in general. If the result of an arithmetic function is used in a comparison operation and not fed to an output, then the value inv e cannot be propagated to an output, because the return value of a comparison is defined to be boolean and cannot be extended by an additional value. For a safe identification of all overflows at least either
• all arithmetic functions (except for the comparison operations) are extended by a VHDL assertion or • the comparison operations are extended by a VHDL assertion and the other arithmetic functions implement the propagation mechanism as described above.
To ease the debugging process while ensuring the safe recognition of occurring overflows, a combination of both methods should be used although it turned out that overflow propagation mechanism causes the time needed to verify a property to increase a bit.
Derivation of the discrete model
The derivation of the discrete model from the VHDL behavioral description is carried out by performing the following three steps:
(1) substituting the data types for the representation of electrical quantities and parameters (2) substituting the functions for these data types (3) quantization of the constants.
In the VHDL behavioral description, the data types for the electrical quantities and parameters are represented by real numbers. In the discrete model, however, these definitions are substituted by finite intervals D e of integers. Assuming q e,max is the upper bound of D e , the value q e,max + 1 is used to represent inv e . The arithmetic functions defined over these data types are also substituted. These functions must follow the rules for treating inv e as mentioned above in Section 4.4. The Listing 1 shows as an example the corresponding function for the addition of two voltages.
function " + " ( l , r : v o l t a g e ) return v o l t a g e i s v a r i abl e i : i n t e g e r ; begin i f ( l = v o l t _ i n v ) or ( r = v o l t _ i n v ) then return v o l t _ i n v ; e l s e i := i n t e g e r ( l )+ i n t e g e r ( r ) ; i f ( i < volt_min ) or ( i >volt_max ) then a s s e r t f a l s e report " voltage_add_overflow " s e v e r i t y f a i l u r e ; return v o l t _ i n v ; e l s e return v o l t a g e ( i ) ; end i f ; end i f ; end ; Listing 1. Definition of an arithmetic operation including the treatment of arithmetic overflows. If it is necessary to round the result x r of an arithmetic function (e.g. for the result of a division operation), the following formula (2) is used:
In this formula y represents the largest integer that is not greater than y.
If there is a constant x r used in the VHDL behavioral description then the quantized value of x r is determined by the formula (2) . This ensures that all constants of E e are quantized in a way compatible to formula (1) .
Except for the constants, the discrete model only differs from the VHDL behavioral description in the definition of the data types for the electrical quantities and parameters and in the definition of the operations over these data types. If all these definitions are put into one separate package for the VHDL behavioral description and into another package for the discrete model, respectively, the quantization can be carried out without any human interaction by simply exchanging these packages and by computing the quantization of the constants (cf. Fig. 6 ).
Formal properties
General
For the application of property checking, the properties described in the informal specification need to be expressed formally in the property description language of the property checker that is used for formal verification. The property checker CVE gateprop uses the proprietary property language VHI. In VHI, each property describes certain aspects of the behavior of the circuit during some clock cycles, i.e. about a trace of finite length. A VHI property has two main parts: a (possibly empty) set of assumptions and a set of commitments. Typically, the assumptions are used to express restrictions on the values at the inputs or the state variables. The commitments describe the behavior the circuit must exhibit to be correct, mainly in terms of expected values at the outputs and input-output relations. In the assumptions as well as in the commitments it is possible to reference to the value of any signal at any time point of the trace. A property holds iff the implication assumptions =⇒ commitments holds for each trace of the circuit starting from any arbitrary state and allowing arbitrary values at the inputs at any time point. This is similar to bounded model checking [24] . However, in contrast to [24] , the circuit is not assumed to be in an initial state, especially not the reset state, instead, any arbitrary initial state is considered.
For the verification of digital circuits, each VHI-property describes one transaction of the circuit. Since with respect to time the behavior of steady state mixed-signal circuits only depends on the digital clock, each property of a mixed-signal circuit describes a transaction at the digital side, too. In addition, it represents a relation between values at analog ports.
Typical steady state properties of mixed-signal circuits can be given as relations between input and output values. For instance, in case of an analog to digital converter (ADC) or a digital to analog converter (DAC) a relation has to be given between the digital and the analog value. In case of amplifiers, a relation between the voltages or currents at the input and output are given.
The input-output-relation of many mixed-signal circuits can be described piece-wise linear, i.e. the admissible range of analog input values can be split into intervals such that within each interval the corresponding input-output-relation is linear. These intervals are often specified in terms of threshold values or over-modulation. Any piece-wise linear behavior can be expressed in property languages like VHI by case-splitting using if-then-else or case constructs. The conditions of these language constructs describe the intervals by boolean connections of inequalities while the bodies describe the relation between inputs and outputs. The if-then-else and case constructs can also be used to express different kinds of behavior selected by different modes that are controlled by digital inputs. The nesting of these constructs allows for the specification of complex steady state mixed-signal behavior. Language constructs for macro or function definitions keep the properties compact and readable. The input-output-relation of many analog circuits is specified over the real numbers. However, there is no way to reason about real numbers in discrete verification algorithms. Instead, we propose the usage of rational numbers which, in many cases, is not a substantial restriction since only irrational numbers are excluded.
There is no standard describing the arithmetic of rational numbers in VHDL or any other hardware description languages. Therefore, property languages like VHI do not support rational numbers but only integers.
A linear relation between x and y in general has the form . The linear relation (3) can then be represented by
using arithmetic operations over integers only. This transformation enables the application of integer based property languages to the description of linear relations described by rational numbers. In general, the specification of a transfer function is based on a mathematical notation and has no relation to computer arithmetic. Therefore, the arithmetic operations of the property language over integer values must be defined in a mathematical sense and must not have an overflow semantics. The property specification language VHI does provide this feature.
Dealing with quantization errors
The specified properties are described exactly by formulae like (4) , but the discrete model may contain a quantization error. Therefore, even correct mixed-signal circuits would be classified as being erroneous during verification. As illustrated in Fig. 4 , the quantization error ∆, i.e. the maximum deviation of the transfer function of the discrete model from the one of the VHDL behavioral description, is typically very small. Hence, the properties are formulated in such a way that not only the specified function is identified as being correct but also all functions, whose values differ at most by a certain value dev from the exact value. The set of all these functions is called acceptance region in this verification methodology (cf. Fig. 7) . The value of dev is defined in the correctness property and determines the quality of the verification: the greater dev must be chosen to verify a property, the higher is the likelihood that an incorrect transfer function is also accepted as being correct. If a property fails for a certain value of dev the counter-example generated by the property checker can be reproduced by simulating the real-valued VHDL behavioral description. This way one can check whether the counter-example describes a bug in the circuit or is caused by the quantization error.
Checking for overflows
As mentioned in Section 4.4, if an arithmetic overflow has occurred at least one analog output of the discrete model is equal to the value inv e or at least one of the VHDL assertions of the arithmetic functions fails. To ensure that no overflow occurs during the verification of a property, the property can easily be extended by the proposition "The voltages and currents at all analog outputs are not equal to inv V or inv I , respectively, and none of the VHDL assert-statements fails". In general, such an extended property can only be proven to be valid if the voltages and currents at the inputs are restricted to the admissible ranges as defined in the specification. These restrictions can be expressed in the assumption part of a property with the help of inequalities.
Quantized values in properties
Typically, voltage or current values represented by rational numbers can be found in the circuit's informal specification. In a formal property these values must be represented by the corresponding quantized values. If the quantized values are represented by actual numbers in the properties, the property could only be used for one particular resolution r e . In our verification methodology, the resolution is determined iteratively and changes therefore quite often in the beginning. In order to make the properties independent from the actual quantization parameters we propose the following technique that exploits the possibility of using VHDL constants in the properties.
Any constant that is used in the informal specification of the mixed-signal circuit is represented by a corresponding constant-declaration in the VHDL behavioral description. It follows, that the discrete model also contains all these constants. Due to the way the discrete model is generated, the values of these constants are quantized using the chosen quantization parameters. In a formal property, these VHDL constants are used instead of integer numbers to represent specified voltage or current constants. Therefore, such a property description can be used for the verification with arbitrary quantization parameters applied to derive the discrete model, because the VHDL constants used in the formal property are always quantized using the same parameters as the ones in the VHDL behavioral description.
Example
In the following, the presented verification methodology is demonstrated with a simple sequential example circuit. The example is selected for the sake of clearness only, its size does not in any way reflect the size of mixed-signal circuits that can be verified with the presented verification methodology. Moreover, the VHDL behavioral description is not restricted to the VHDL constructs that are used in this example.
The schematic of the example mixed-signal circuit is depicted in Fig. 8 . Depending on the value of the digital input i_mode of the mixed-signal circuit, one of the two analog inputs i_0 or i_1 is selected in the next clock cycle. The voltage at the selected analog input is amplified by the factor of (1 + 1000 /2000 ) or by the factor of (1 + 1000 /500 ), respectively, depending on the value of the digital input v_mode during the previous clock cycle. The amplified voltage can be measured at the circuit's analog output outp. The VHDL behavioral description of this mixed-signal circuit is depicted in Listing 2.
PACKAGE mixed_signal I S TYPE v o l t a g e I S r e a l ' low TO r e a l ' high ; TYPE r e s i s t o r I S r e a l ' low TO r e a l ' high ;
CONSTANT volt_0_0 : v o l t a g e = v o l t a g e ( 0 . 0 ) ; CONSTANT volt_2_5 : v o l t a g e = v o l t a g e ( 2 . 5 ) ;
. . . The constant volt_inv which is defined as volt_max+1 denotes the value inv V for an invalid voltage value, the constant resist_inv=ohm_max+1 denotes the value for an invalid resistor value.
PACKAGE mixed_signal I S
CONSTANT volt_min : i n t e g e r = −512;
CONSTANT volt_max : i n t e g e r = 510; CONSTANT ohm_max : i n t e g e r = 30;
TYPE v o l t a g e I S RANGE vo lt_ min TO volt_max +1; TYPE r e s i s t o r I S RANGE 0 TO ohm_max+1;
CONSTANT v o l t _ 0 _ 0 : v o l t a g e = v o l t a g e ( 0 ) ; CONSTANT v o l t _ 2 _ 5 : v o l t a g e = v o l t a g e ( 5 0 ) ;
CONSTANT v o l t _ i n v : v o l t a g e = volt_max +1; CONSTANT r e s i s t _ i n v : r e s i s t o r = ohm_max+1;
FUNCTION " * " ( v : v o l t a g e ; r : r e s i s t o r )
. . . The Listing 4 shows the specified behavior of the example circuit using VHI, the property specification language of the property checker CVE gateprop. In general, the formal specification of a circuit comprises a set of formal properties. However, in the case of the example circuit, the specified behavior can be completely described within one property.
In the first part of Listing 4 some macros are defined. The VHI type range used in the macros is interpreted as integer value. The actual property starts with the keyword property. The section after freeze allows the definition of variables (vm_0 and im_0 in the example) that represent values of signals at defined time points. After the keyword assume some environmental assumptions for the correct working of the circuit can be defined. In the example, the voltages at the inputs must be in the interval [0 V, 2.5 V]. The keyword prove is followed by the commitments, i.e. by the propositions to be verified. Each assumption and each commitment is annotated with a temporal expression (in the example property always at t+1) that describes which time point in the finite trace is referenced. The property as a whole describes a trace over two clock cycles since time points of the interval [t, t + 1] are referenced in the property. In the example property the commitment states (after the keyword prove) that the voltage at the output is determined through the amplification of the input selected by the value of i_mode at time point t by the factor given by the value v_mode at time point t and that no arithmetic overflow occurs in the discrete model. The amplification factor is given by the quotient v_num v_den . The voltage at the output is allowed to deviate at most by the value denoted by dev from the specified value to be accepted as correct. To allow for the specification of rational amplification factors in the property description this specification is equivalently transformed (provided v_den > 0):
All the constants that are used in the property are defined in the VHDL behavioral description and, hence, the corresponding quantized constants are defined in the discrete model. Therefore, this property describes the specified behavior independently from the actual quantization parameters.
The example property fails for the discrete model of the circuit depicted in Fig. 8 . Therefore, a counter-example is provided by the CVE gateprop tool. A counter-example can be visualized using a waveform viewer and thus be used to find the design error that caused the property to fail. Fig. 9 shows the corresponding counter-example that is generated by CVE gateprop.
It can be seen in the counter-example that i_mode is 1 and v_mode is 0 at time point t. The specified behavior is the amplification of i_1 by the factor of v_num v_den = 7 2 = 3.5 at time point t+1. However, the quantized value of i_1 at t+1 is 5 which corresponds to the real value of 0.25 V according to the resolution r V = 20.0 V −1 that was chosen to create the discrete model. The value at the output outp at t+1 is 8 which corresponds to the real value of 0.4 V. Hence, the amplification of the discrete model is 1.6 in this situation. The simulation of the VHDL behavioral description shows that the implemented amplification for v_mode = 0 is 1.5 and that the property fail is not the due to a quantization error and, hence, reveals a bug in the design. This bug can be fixed by changing the resistances of the circuit as shown in Listing 5. After correcting the VHDL behavioral description the new discrete model is derived using the same quantization parameters and the verification re-run and no error shows up. 
Evaluation and conclusion
The presented verification methodology has been successfully applied to several industrial mixed-signal circuits, as for example an UMTS receiver unit and a measurement interface that is comprised of a 12-bit successive approximation register (SAR) analog to digital converter (ADC), digitally controlled amplifiers and a touch-screen interface. These circuits contain up to 22 analog inputs, 63 digital inputs, 9 analog outputs, 5 amplifiers, and 97 analog switches. In one of the circuits we could find an error, although the VHDL behavioral description of the circuit has been intensively verified by means of simulation. The bug appeared for a very few of the 2 63 possible digital input patterns only. In contrast to common simulation models, the discrete models presented in this work reflect a part of the behavior of a mixed-signal circuit because their function is defined for finitely many input values only (cf. Fig. 3 ). However, during formal verification all values of the domain of the discrete model are checked. Therefore, a much higher functional coverage can be achieved in comparison to simulation based approaches (cf. Fig. 10) .
A manual creation of a discrete model would require a high manual effort. If instead, the method described in Section 4.5 is used, the discrete model can be created automatically once the quantization parameters have been chosen.
Another benefit of the verification methodology presented in this article lies in the safe identification of all arithmetic overflows that might occur in the discrete model during verification. This feature is achieved by the special kind of definition of the arithmetic operations in the implemented VHDL package and by the extension of the correctness properties. This safe identification is of great importance especially for the application in industrial environments.
The computational resources as CPU-time and memory consumption for the formal verification strongly depend on the choice of the quantization parameters, in particular on the size of the chosen domains D e . Since there is still no method to compute proper quantization parameters in advance, the verification must be re-run with different parameters until the discrete model is precise enough and the complexity of the model does not exceed the capacity of the formal verification tool. In the verification methodology presented here the specified properties can be described independently from the quantization parameters. Therefore, it is possible to use the same formal property for the different discrete models that are derived from one VHDL behavioral description. Hence, a re-run of the verification using other quantization parameters is possible without any additional manual effort besides the choice of the parameters.
With the proposed methodology, any analog behavior that can be described with arbitrary, piecewise linear functions whose coefficients are given by rational numbers can be specified. This enables the formal description and verification of a broad range of mixed-signal circuits.
The representation of analog behavior using the discrete model approach presented in this work is restricted to steady state behavior. Consequently, for example the dynamic behavior of analog parts in between two clock cycles of its surrounding digital circuitry cannot be represented with this approach. Correctness criteria for dynamic mixed-signal circuits are typically of quite other kinds than the criteria for steady state mixed-signal circuits. It cannot be expected that there will be a verification technique that can be applied to both the investigation of the stability of a closed-loop controller as well as the investigation of billions of input values of a digitally controlled analog switch and amplifier.
The verification methodology described in this article allows for the usage of any property specification language that supports operations at bit level as well as arithmetic operations on integer values. An adaption of the language for the description of steady state properties of mixed-signal circuits is not necessary. Using the presented verification methodology, the quantization error can be considered in the formal properties. The manual effort necessary for writing formal properties is much lower than the effort needed to write a test-bench and simulation stimuli.
All these features of the proposed verification methodology ease the introduction of formal verification into industrial mixed-signal design flows.
